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John serves Security & Risk Professionals. He is a leading expert on wireless security, network security, security information
management, and PCI data security.

PREVIOUS WORK EXPERIENCE

With more than 25 years of high tech experience, John is best known for creating the highly influential “Zero Trust” model of
information security. He currently advises both public and private sector organizations with the design and building of Zero Trust
Networks. He holds, or has held, numerous industry certifications, including QSA, CISSP, CEH, and CCNA. John has a
practitioner background, having served as a security consultant, penetration tester, and security architect before joining Forrester.
He has particular expertise in the areas of secure network design, wireless security, and voice-over-IP hacking. He has been
interviewed and published in numerous publications, including The Wall Street Journal, Forbes, and The New York Times. He
has also appeared on television networks such as CNBC, Fox News, PBS, and Bloomberg discussing information security topics.
John has spoken at many security conferences and events, including RSA, SXSW, ToorCon, ShmoCon, InfoSec Europe, and
InfoSec World.

EDUCATION

John has a Bachelor of Arts degree in communications from the University of Iowa.

RESEARCH COVERAGE

Data Loss Prevention (DLP), Data Security, Digital Certificates & Public Key Infrastructures, Encryption, Firewalls, Mobile Security, Network
Security, Privacy, Security Architecture, Security Information & Event Management (SIEM), Zero Trust
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REPORT: Defend Your Digital Business From Cyberattacks Using
Forrester's Zero Trust Model

November 4, 2016 Stephanie Balaouras, John Kindervag, Heidi Shey

In today's threat landscape, skilled, well-funded, organized cybercriminals are working to steal your data — the lifeblood of your digital business
— in pursuit of economic, political, or milita...

REPORT: Ransomware Protection Best Practices

November 4, 2016 Chris Sherman, John Kindervag

Ransomware, once just a consumer scourge, is increasingly holding enterprises hostage. However, by focusing on the basics and implementing
proper controls, security and risk (S&R) pros can slow ...

REPORT: TechRadar™: Zero Trust Network Threat Mitigation Technologies, Q4 2016

October 28, 2016 John Kindervag, Jeff Pollard, Joseph Blankenship, Alexander Spiliotes

This TechRadar™, the road map document of the security architecture and operations playbook, defines the use cases, business value, and outlook
for the 20 technologies that comprise the most imp...

REPORT: Planning For Failure: How To Survive A Breach

September 9, 2016 John Kindervag, Josh Zelonis, Heidi Shey

Cybercriminals are using more sophisticated and targeted attacks to steal everything from valuable intellectual property to the sensitive personal
information of your customers, partners, and em...

REPORT: The Eight Business And Security Benefits Of Zero Trust

August 4, 2016 John Kindervag

In response to increasingly complex cyberattacks, security professionals devote more time and resources to granular aspects of their networks.
This is understandable and necessary to a degree, b...
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